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Part I — Multiple Choice
Choose the single best answer. Several items combine ideas from more than one topic — read each scenario fully before answering.
1. Earbuds translate 40 languages in real time. Tour guides celebrate that travelers can chat with vendors anywhere; language teachers report collapsing enrollment. Both react to the SAME effect. This BEST illustrates which idea?
A.  Every effect of a computing innovation is anticipated by its creators before release
B.  Harmful effects occur only when an innovation is used exactly as its creators intended
C.  Computing innovations rarely change the way people complete everyday tasks
D.  A single effect of a computing innovation can be viewed as beneficial by some people and harmful by others
Answer: ______
2. A studio's racing-game physics engine is later adapted by engineers to simulate stadium evacuations — a use the studio never considered. Which statement best describes this outcome?
A.  A harmful impact on society produced by the rapid sharing of a program
B.  An unintended beneficial effect, in which a computing innovation led to advances in another field
C.  Evidence that responsible programmers can anticipate every future use of their innovations
D.  The digital divide, since only credentialed engineers were given access to the engine
Answer: ______
3. A navigation app routes each driver the fastest way. After most drivers adopt it, it sends rush-hour traffic through narrow residential streets, and neighbors petition over noise. The developers never anticipated this. Which statement BEST reflects their responsibility?
A.  The developers were negligent, since responsible programmers can foresee every effect of an innovation before release
B.  The rerouting is not a real effect of the innovation, since it happened in the physical world rather than online
C.  Responsible programmers try to consider unintended ways their innovations can be used, but it is not possible to consider all the ways an innovation will be used or every effect in advance
D.  An unintended effect cannot count as harmful once the developers apologize for it
Answer: ______
4. A city app lets residents report unplowed streets, and plows go where reports are highest. An audit finds higher-income neighborhoods cleared sooner: reporting needs a smartphone and data plan many lower-income residents lack. Which statement BEST connects the two ideas?
A.  The crowdsourced input skews the city's decisions since the digital divide gives some groups more access and influence than others
B.  The crowdsourcing failed since participants in crowdsourced projects must be subject-matter experts in snow removal
C.  The audit proves the bias was written into the dispatch algorithm's code rather than arising from any gap in access
D.  The digital divide exists only between countries, so the audit's explanation must be mistaken
Answer: ______
5. An online astronomy contest is open to any student with a browser. Entries come mostly from high-income countries; urban students enter several times the rural rate; and entries drop sharply among older applicants. These patterns BEST illustrate that:
A.  Interest in astronomy is the only factor that determines who enters online contests
B.  Once a country builds Internet infrastructure, access becomes identical for everyone inside that country
C.  Internet access varies between countries and across socioeconomic, geographic, and demographic characteristics
D.  The contest's scoring algorithm must have contained bias inherited from its training data
Answer: ______
6. A phone's portrait mode reliably detects lighter-skinned faces but often fails on darker-skinned faces; it was trained mostly on lighter-skinned photos. Which statement best describes the cause?
A.  The phone's processor is too slow to run face detection on some photographs
B.  The innovation reflects existing human bias through the biased data used to build it
C.  Reliable face detection is technically impossible without violating user privacy
D.  Bias can arise only when a developer deliberately writes an exclusionary rule into the code
Answer: ______
7. A team builds a scholarship-matching tool. The lead schedules bias reviews at EVERY stage — requirements, design, data selection, testing, and post-release monitoring — instead of only when training data is chosen. Which statement BEST supports this plan?
A.  Bias can enter only at the data-selection stage, so the additional reviews add cost without value
B.  Bias reviews after release are pointless, since deployed software can no longer be changed
C.  A tool that matches students to scholarships is beneficial, and beneficial tools cannot embed bias
D.  Biases can be embedded at all levels of software development, and programmers should take action to reduce bias in their algorithms
Answer: ______
8. Volunteers, most with no scientific training, clip lab-supplied sensors to fences and use their own phones to upload frog-call recordings for a species-decline study. Which term best describes this arrangement?
A.  Citizen science — scientific research conducted in part by distributed individuals, many not scientists, who contribute data using their own computing devices
B.  Open access — the recordings are research output free of copyright restrictions
C.  The digital divide — participation depends on owning a backyard fence
D.  Machine learning — the sensors discover patterns in the frog calls on their own
Answer: ______
9. A museum posts scans of 60,000 handwritten whaling-ship logbooks online. Within months, thousands of volunteers worldwide type out the weather notes, producing a searchable climate record no single research team could have created. This project BEST illustrates:
A.  Plagiarism, since the volunteers transcribed material created by someone else
B.  Targeted marketing, since the museum gathered data about its visitors' interests
C.  Crowdsourcing — obtaining input from a large number of people via the Internet — through which collaboration enhances human capabilities
D.  The digital divide, since volunteers in different countries typed at different speeds
Answer: ______
10. A podcaster finds a travel blogger's essay online, reads it aloud as his own, never asking permission or naming the blogger. Which statement best describes the ownership and his act?
A.  The essay became public property when it was posted online, so the reading raises no concerns
B.  The essay is the blogger's intellectual property; using it without permission and presenting it as his own is plagiarism, which may have legal consequences
C.  The reading created a brand-new work, so the spoken version belongs entirely to the podcaster
D.  The essay is jointly owned, since digital material belongs to whoever downloads it
Answer: ______
11. A wildlife photographer wants to keep the copyright on her photo series while letting any teacher freely share the photos and build lessons on them without contacting her for individual permission. Which choice BEST fits her goal?
A.  Declare the series open access, which strips research output of all restrictions on use
B.  Keep standard full copyright, which already allows teachers to share the work freely
C.  Label the series open source, so anyone may modify and redistribute its program code
D.  Release the series under a Creative Commons license — a public copyright license enabling free distribution of an otherwise copyrighted work
Answer: ______
12. A student wants a $300 video-editing suite. A "free-downloads" site offers a cracked copy — the paid program with its licensing checks stripped out by strangers. Which TWO concerns from this course does downloading the cracked copy raise?
A.  It disregards the intellectual-property protections on the creator's work, and untrustworthy free downloads can contain malware
B.  It weakens the strength of the student's passwords, and it breaks the site's crowdsourcing agreement
C.  It is legal since the site distributes the file publicly, though the large file may slow the computer
D.  It qualifies as fair educational use, and files from frequently visited sites never carry malware
Answer: ______
13. A neighborhood app uses face matching on pooled doorbell video to flag 'unfamiliar people.' Residents praise fewer thefts, but delivery workers on regular routes are wrongly flagged; the model was trained on a narrow set of faces. Each flagged face is stored with its time and place. Which statements are true? I. The flagging effect can be seen as beneficial by some and harmful by others. II. The wrongful flags can reflect human bias in the training data. III. The stored face data is biometric data, a form of PII.
A.  I and II only
B.  I and III only
C.  II and III only
D.  I, II, and III
Answer: ______
14. A student installs a free add-on from an unofficial forum. Weeks later, strangers log in to her accounts. Security software finds the add-on recorded every keystroke, including her passwords, and sent them to an unknown server. Which technique gained access?
A.  Phishing — a counterfeit login page tricked her into submitting her credentials
B.  A rogue access point — a wireless network intercepted the data she sent over it
C.  Keylogging — a program recorded every keystroke she made in order to gain fraudulent access to passwords and other confidential information
D.  A digital certificate — a certificate authority validated the attacker's ownership of her encryption keys
Answer: ______
15. At install time, a free flashlight app requests permission to access a phone's precise location, contact list, and microphone — none of which is needed to switch the LED on. What is the user's BEST protective step?
A.  Review the app's permission settings and grant only the access the program actually needs, since users can control what programs may collect
B.  Grant everything requested, since the operating system automatically blocks any misuse of granted permissions
C.  Assume the collected information is erased automatically the moment the app is closed
D.  Trust the app store listing, since free apps are prohibited from collecting personal data
Answer: ______


Part II — Free Response
Answer in complete sentences. Name specific effects, attack techniques, and protections using precise course vocabulary (beneficial/harmful effect, unintended use, PII, phishing, keylogging, rogue access point, multifactor authentication, encryption).
FR1. CanopyWatch is a network of solar-powered, AI-equipped mountaintop cameras that scan forests for the first wisps of wildfire smoke and automatically text evacuation alerts to residents. Its stated purpose is early wildfire detection. Within a year: fire crews credit it with saving two towns; insurers buy CanopyWatch imagery to raise premiums on homes the cameras can see; hikers use the public live feeds to find uncrowded trails; and a civil-liberties group reports the cameras also capture people and vehicles on private land, with all footage stored indefinitely by the vendor.   (9 points)
(a) Identify ONE beneficial effect and ONE harmful effect of CanopyWatch, and then explain how a SINGLE effect from the scenario could be viewed as beneficial by one group and harmful by another.



(b) Using CanopyWatch, explain what it means for a computing innovation to have an impact beyond its intended purpose, and explain why its programmers could not have anticipated every such use in advance.



(c) Describe ONE data privacy, security, or storage concern raised by the scenario. Identify the kind of data involved and explain the risk its collection and storage creates.



FR2. At a robotics tournament, three students on one team are compromised. INCIDENT 1: The captain gets an email styled exactly like the organizer's, warning that her match schedule "contains an error" and that she must verify her account within one hour at a linked page. The page looks identical to the real portal but sits at a slightly different web address; she enters her username and password. INCIDENT 2: A teammate installed a free "battery optimizer" from a shareware site on the team laptop; unknown to him, it records every keystroke — including the team's cloud-storage password — and sends the logs to an attacker. INCIDENT 3: A third student joins a wireless network named "ConventionCenter_Free" that is actually broadcast from a backpack in the bleachers, and everything she transmits over it is intercepted and read.   (9 points)
(a) For EACH of the three incidents, name the attack technique being used and cite the detail from the scenario that identifies it.



(b) The stolen passwords from Incidents 1 and 2 let the attacker into both accounts. Explain how multifactor authentication would have prevented these account takeovers even after the passwords were captured. Name the categories of evidence MFA can combine.



(c) Explain how encryption protects data sent over a public network like the one in Incident 3, distinguishing symmetric key from public key encryption, and state the role of certificate authorities. Then recommend ONE additional protection that addresses Incident 2 and justify it.
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